Abstract-Emotions affect every aspect of human live, including work. Numerous studies in software engineering have shown that negative emotions can lower the productivity of programmers. Unlike traditional approaches to managing software development, modern methods, such as Agile and Lean, take into account human aspects of programming. To thoroughly investigate the impact of negative emotions on the work of programmers, a malicious integrated development environment (IDE) was developed. This tool allow a observer to trigger malicious behavior of the IDE. Conducted study have proved its usefulness. Participants reported that it mostly invoked frustration and angry.
I. INTRODUCTION
R ESEARCH on the role of emotions in the work of software developers has been deeply conducted in recent years. Finding the relationship between emotional state and productivity, or the quality of the developed code, may lead to the new methods of IT project management, and consequently to improve software development processes. This type of research corresponds to the current trend of research on social aspects in software development projects [1] .
The field of affective computing in recent years has provided many algorithms and tools for recognizing the emotions of computer users. However, despite continuous development, they are still imperfect, especially in applications in unusual situations. Therefore, there is a huge demand for input channel data, such as a video clips or biometric data that are labelled by emotions. They can be used to teach algorithms or check new methods of recognizing emotions. Such data sets, especially those consisting of multiple channels, are not widely available to the public.
In the case of the analysis of emotions in the work of programmers, generic solutions are mainly used. With popular algorithms, such as recognizing emotions based on facial expressions, this approach is acceptable. However, the specificity of the work of programmers allows the development of other, dedicated algorithms. One of such approaches is recognizing emotions based on the analysis of patterns of typing and mouse movements [2] . To develop and learn such algorithms, it is necessary to gather data labelled with emotions. However, such data are extremely difficult to obtain from the real working environment. Therefore, laboratory studies are used for this purpose.
Quigley et al. identified thirteen laboratory emotions induction techniques [3] . However, most of them are not suitable for evoking the emotions of programmers during work. They usually rely on inducing emotions through exposure of the participant to visual or audible stimulus. The exception are three approaches: peripheral physiological manipulations, motivated performance and physically real stimuli [3] . In the case of software engineering studies, the first one is not suitable for general use because it requires direct stimuli in physiological systems, e.g. by injecting drugs. Others can be adapted to induce emotions of programmers.
For the purposes of laboratory studies on the emotions of programmers, a malicious integrated development environment, MaliciousIDE, has been developed at the Gdańsk Technical University since 2015. The goal of the project is to provide a solution that will induce negative emotions of programmers while working. It is adaptation of the physically real stimuli induction technique. In addition, the motivated performance was studied during a validation, which involved putting participants under the time pressure.
The rest of the paper is organized as follows: Section II describes the methods used so far in recognizing the emotions of software developers, Section III describes the concept of the MaliciousIDE plug-in, a survey that verified assumptions and architecture of the solution. In Section IV a study in which MaliciousIDE was used as a method to evoke emotions is described. Finally, Section V concludes.
II. BACKGROUND
So far, a number of research has been conducted in the field of software engineering, which involved recognizing the emotions of IT teams members. Numerous attempts were made to identify emotions using various available channels. However, to the best of our knowledge, there have not yet been proposed methods of inducing emotions developed for the specifics of the work of programmers.
In some studies, general approaches to evoking emotions were used. Khan et al. in their studies tried to induce emotions of software developers by showing video clips, before performing the tasks [4] [5] .
However, in most studies there were no attempts to evoke emotions at all. In most cases, the researchers only collected The most comprehensive research on utilizing physiological sensors during software developers work was conducted by Müller and Fritz [6] [7] [8] . During their study [6] on 17 software developers, they collected the following data: electroencephalography (EEG) using a Neurosky MindBand sensor, temperature, electrodermal activity (EDA) and blood volume pulse (BVP) using an Empatica E3 wrist band, and eye-tracking using Eye Tribe. The results of the experiment showed that EDA tonic signal, the temperature, brainwave frequency bands, and the pupil size were most predictive to classify progress of software developers, and brainwave frequency bands, the pupil size, and the heart rate to classify their emotions. Nevertheless, they noted strong individual differences with respect to the correlation and classification of physiological data [6] . Similar differences have also been found in our other studies on the use of sensors to monitor the physiology of computer game players [9] .
A relatively new approach, which can be well suited to recognize the emotions of programmers is keystroke dynamics and mouse movements analysis. It is completely non-intrusive and does not require any additional hardware [10] . There have already been attempts to use this method to monitor software developers [2] .
However, one of the most popular methods of recognizing emotions, widely used also in the field of software engineering, is the analysis of facial expressions [11] [12] [13] . It has gained popularity mainly as a universal and non invasive approach. Algorithms analyze video frames to identify face muscle movements and based on the Facial Action Coding System (FACS) [14] assess user's emotional state.
III. SOLUTION
In studies that used real world stimuli methods to evoke emotions, researchers used, among others, widely regarded as horrible, or disgusting animals (spiders, snakes), extreme sports (sky diving, mountaineering), or various types of food [3] . In order to exert an equally significant impact on the emotional state of software developers, we decided to prepare a programmer's nightmare -an unstable programming environment.
An integrated development environment (IDE) is an software which is used to write code, build project and run it. It is a fundamental tool used by the vast majority of programmers. To verify the importance of IDE for the work of programmers and check if its behaviour can affect emotional states, a survey was carried out on a group of 44 software developers, most of whom (61.4%) have professional experience longer than 4 years. Respondents answered three questions regarding the impact of the programming environment on emotions:
• How often do you encounter errors in the IDE?
• Would you change the IDE if it hinders your work?
• Are you getting angry when you can not complete the task because of problems with IDE?
Provided answers, shown in Fig. 1 , confirmed that the IDE work and behaviour has an impact on the emotions of programmers. Among all, 68.2% of respondents confirmed that problems with IDE make them angry, and 77.3% would consider changing the IDE in such a situation. In addition, information on the errors encountered by respondents in development environments were collected. It allowed to define seven malices that has been implemented in MaliciousIDE: 1) Clean the clipboard. 2) Delete all semicolons. 3) Freeze whole environment. 4) Hide IDE window. 5) Duplicate keys pressed by participant 6) Minimalize IDE window. 7) Move mouse pointer.
Instead of developing MaliciousIDE from scratch, it was decided to use the plug-in mechanisms, which allows thirdparty developers to extend the functionality of the program.
The NetBeans was chosen as IDE, on the basis of which malicious behaviour was implemented in the form of a plugin. It is Open Source, well recognized environment written in Java language.
Preliminary tests of the tool have shown that automatically triggered malices may cause insufficient number of events. For example, users may not notice that the content of the clipboard have been cleaned if it was not used in a particular task. Therefore, it was decided that malices will be triggered manually by the observer, using a remote dashboard (Fig. 2) . Thus, an appropriate number of events was ensured. Too few events might not induce emotions, but too much could lead to the disclosure of the malicious activity of the observer. Both the plug-in and the dashboard were developed in Java, and in the latter, the Struts 2 framework was additionally used. In order to ensure reliable communication between the two parts of the tool, the Apache ActiveMQ message broker was utilized. MaliciousIDE is released as an Open Source project 1 and can be used freely to conduct research on the emotions of software developers.
IV. VALIDATION
The developed tool, MaliciousIDE, was used during the study conducted in April and May 2017 at a biometric stand [15] in the "Laboratory of Innovative IT Applications" at Gdansk University of Technology (GUT). The aim of the study was to check which input channels can be used to recognize the emotions of programmers during work [16] . Together 35 undergraduate computer science students, including 6 women During the entire session, the observer was present and controlled MaliciousIDE to evoke the participants' emotions. The most commonly triggered malices were: adding additional characters while entering text, changing the position of the mouse pointer, freezing the environment for 7 seconds, clearing the contents of the clipboard, and temporarily hiding the IDE screen. These actions were carried out to disrupt the work, but in a way that would seem to be a natural behaviour of the application. The frequency of events was manually adjusted so that users remain unaware of the observer's intended actions.
In addition, during the last task of the session, the observer was verbally announcing that the time required to complete the task must be shortened. The purpose of this action was to induce time pressure.
The room was divided into two parts, one for the participant and one for the observer (Fig. 3) . On the participant's desk there was a monitor, a keyboard and a mouse connected to the Computer 2, on which the tasks were performed. At the top of the monitor a video camera was located, followed by a lighting set, supplied with Noldus FaceReader software, which was used to recognize emotions based on facial expressions [17] . Underneath the monitor eye-tracker device was located. A number of sensors were attached to the participant body, and were linked through the Coder FlexComp Infiniti by Thought Technology analytical device with the Computer 1, which was located in the observer area. The observer also has a monitor, a mouse, and a keyboard connected to the participant's Computer 2. A data acquisition program for keystrokes' analysis was also available on the same computer [2] . MaliciousIDE Dashboard was running on Computer 3 and was used to control NetBeans plug-in on participant computer. It also collected all other data for the emotions recognition.
After completing all tasks, the participant was asked to complete a survey implemented using the Google Forms service. Among other questions, participants were asked to name the emotions caused by the unstable IDE. In the answers the most frequently appeared irritation (42.86%), anger (28.57%), followed by nervousness (25.71%) and frustration (11.43%). Four of the respondents (11.43%) indicated amusement (Fig.  4) . A post-study informal interview revealed that it was related to the fact that these participants figured out that this unstable work was due to the deliberate action of the observer. The other emotions were pointed out by only one or two people.
On the other hand, the attempt to simulate the approaching deadline by shortening the time of the last task almost completely failed. Nearly half of the respondents indicated that this had no effect on their emotions at all. However, 7 participants indicated that shortening the time was a mobilizing factor, thus having a positive impact on the work attitude. MaliciousIDE has been developed to allow researchers to induce the emotions of programmers in a laboratory environment. The presented approach and developed tool can be included to the group of real world stimuli methods of inducing emotions, as it provides a nightmare of programmers -an unstable development environment, which is additionally controlled by the observer.
During the study, emotion inducing method based on the MaliciousIDE has been evaluated. The developed plug-in has proven to be successful mechanism to trigger negative emotions of programmers. While the second approach, shortening the duration of one task, did not turn out to evoke emotions on a significant number of participants.
